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About	
  the	
  Elephant	
  AcMon	
  League	
  (EAL)	
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Legally	
  established	
  in	
  
California	
  in	
  February	
  2013	
  
Started	
  operaMons	
  in	
  2012	
  

A	
  small	
  start-­‐up	
  based	
  where	
  is	
  needed	
  
No	
  official	
  presence	
  in	
  ‘hot’	
  Target	
  Countries	
  

Mission:	
  To	
  fight	
  wildlife	
  crime	
  
with	
  Concrete	
  projects	
  and	
  an	
  
InnovaMve	
  and	
  CollaboraMve	
  
approach.	
  

Heterogeneous	
  Background:	
  	
  
-­‐	
  ConservaMon	
  	
  
-­‐	
  Business	
  
-­‐	
  Security	
  	
  
-­‐	
  Intelligence	
  	
  
-­‐	
  Law	
  	
  
-­‐	
  CommunicaMon	
  



What	
  EAL	
  Does	
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Wildlife	
  Crime	
  -­‐	
  Field	
  Projects	
  

Special	
  Projects	
  

InvesMgaMons	
  

Awareness	
  acMviMes	
  

CITES	
  related	
  

Human-­‐Elephant	
  Conflict	
  



What	
  EAL	
  Does	
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Wildlife	
  Crime	
  –	
  Field	
  Projects	
  
Tanzania:	
  support	
  PAMS	
  Founda3on	
  in	
  an3-­‐poaching,	
  	
  

training	
  to	
  TANAPA’s	
  rangers,	
  Intelligence	
  

Gabon:	
  support	
  Conserva3on	
  Jus3ce	
  (EAGLE)	
  

Guinea	
  C.:	
  support	
  WARA-­‐GALFF	
  (EAGLE)	
  

Togo:	
  support	
  TALFF	
  (EAGLE)	
  

InvesMgaMons	
  
Ivory	
  &	
  al-­‐Shabaab	
  (in	
  coll.	
  with	
  Maisha	
  Consul3ng)	
  

Thailand	
  in	
  collabora3on	
  with	
  another	
  NGO	
  

Sri	
  Lanka	
  (about	
  to	
  begin	
  -­‐	
  partner	
  is	
  confiden3al)	
  

WildLeaks:	
  3	
  in	
  prepara3on	
  



	
  
WildLeaks	
  

Launch	
  &	
  Mission	
  
	
  

•  Launched	
  by	
  EAL	
  in	
  February	
  2014	
  with	
  zero	
  communica3on	
  investment	
  
•  First	
  leak	
  received	
  within	
  24	
  hours	
  from	
  the	
  launch	
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Mission:	
  to	
  receive	
  and	
  evaluate	
  anonymous	
  informa3on/3ps	
  regarding	
  
wildlife	
  and	
  forest	
  crimes	
  and	
  transform	
  them	
  into	
  ac3onable	
  items.	
  
	
  
The	
  possible	
  acMons	
  are:	
  
q  Begin	
  or	
  con3nue	
  an	
  inves3ga3on	
  (also	
  in	
  collabora3on	
  with	
  the	
  partners)	
  

q  Share	
  the	
  informa3on	
  with	
  selected	
  and	
  trusted	
  contacts	
  within	
  the	
  

relevant	
  law	
  enforcement	
  agencies	
  (before/aYer	
  an	
  inves3ga3on)	
  

q  Share	
  the	
  informa3on	
  with	
  the	
  media	
  partners	
  

q  Do	
  nothing	
  if	
  the	
  informa3on	
  is	
  not	
  useful	
  enough	
  or	
  if	
  any	
  use	
  of	
  the	
  leak	
  

is	
  considered	
  dangerous	
  for	
  the	
  source	
  



PrioriMes	
  

	
  
Why	
  WildLeaks?	
  	
  
	
  
-­‐	
  They	
  are	
  oYen	
  ahead	
  of	
  us	
  
-­‐	
  Need	
  of	
  new,	
  innova3ve,	
  disrup3ng	
  approaches	
  
-­‐	
  The	
  role	
  of	
  the	
  Civil	
  Society	
  
-­‐	
  More	
  pressure	
  on	
  criminals	
  but	
  ALSO	
  on	
  
corrupt	
  government/security	
  officials	
  
-­‐	
  Target	
  the	
  upper	
  layers	
  of	
  wildlife	
  crime.	
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PrioriMes:	
  to	
  prevent	
  wildlife	
  crimes	
  and	
  to	
  facilitate	
  the	
  idenMficaMon,	
  

arrest	
  and	
  prosecuMon	
  of	
  criminals,	
  traffickers,	
  businessmen	
  and	
  corrupt	
  

governmental	
  officials	
  behind	
  the	
  poaching	
  of	
  endangered	
  species	
  and	
  the	
  

trafficking	
  of	
  wildlife	
  and	
  forest	
  products.	
  



The	
  Technology	
  

	
  	
  Need:	
  	
   	
  To	
  allow	
  the	
  sources	
  to	
  stay	
  anonymous	
  (if	
  they	
  wish)	
  and	
  to	
  
	
   	
   	
   	
  submit	
  informa3on	
  in	
  a	
  secure	
  way,	
  always	
  strongly	
  encrypted.	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
   	
   	
   	
  Very	
  secured	
  pla5orm	
  built	
  on	
  the	
  Tor	
  technology	
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Tor	
  is	
  free	
  soYware	
  and	
  an	
  open	
  network	
  that	
  
helps	
  users	
  defend	
  against	
  traffic	
  analysis.	
  

What	
  Do	
  I	
  need?	
  Just	
  the	
  Tor	
  Browser	
  
h^ps://www.torproject.org/download/
download-­‐easy.html.en	
  	
  
(NOT	
  A	
  MUST,	
  I	
  CAN	
  DO	
  WITHOUT	
  IT)	
  
	
  

In	
  collabora3on	
  with	
  The	
  Hermes	
  Center	
  
for	
  Transparency	
  and	
  Digital	
  Human	
  Rights	
  



The	
  Technology	
  –	
  Tor	
  Browser	
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How	
  It	
  Works	
  –	
  Very	
  Simple!	
  	
  1st	
  Step	
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3	
  Simple	
  Steps	
  

1st	
  Step:	
  Click	
  on	
  the	
  Red	
  
	
   	
  	
  	
   	
  	
  Submission	
  Bucon	
  on	
  	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  our	
  homepage	
  	
  
	
  

	
  	
  	
  	
  	
  (but	
  only	
  aYer	
  reading	
  the	
  	
  
	
  	
  	
  	
  	
  informa3on	
  on	
  our	
  website	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  –	
  Green	
  Bu^on!)	
  



How	
  It	
  Works	
  –	
  Very	
  Simple!	
  	
  2nd	
  Step	
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2nd	
  Step:	
  You	
  are	
  taken	
  to	
  a	
  simple	
  secure	
  
pla5orm	
  where	
  you	
  can	
  submit	
  informaMon	
  
and	
  files.	
  
Our	
  Tor	
  address?	
  h^p://ppdz5djzpo3w5k2z.onion	
  



How	
  It	
  Works	
  –	
  Very	
  Simple!	
  	
  2nd	
  Step	
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4	
  Categories	
  
of	
  Leaks	
  
	
  
I	
  can	
  upload	
  
all	
  kind	
  of	
  
files	
  



How	
  It	
  Works	
  –	
  Very	
  Simple!	
  	
  3rd	
  Step	
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3rd	
  Step:	
  Aeer	
  the	
  submission	
  you	
  will	
  be	
  given	
  a	
  Receipt	
  Number	
  9333538708223368	
  
This	
  number	
  is	
  very	
  important	
  because	
  it	
  allows	
  the	
  user	
  to	
  connect	
  to	
  us	
  again,	
  in	
  a	
  
secure	
  and	
  anonymous	
  way,	
  and	
  to	
  do	
  the	
  following:	
  
	
  

• 	
  Add	
  more	
  informa3on	
  	
  

• 	
  Send	
  us	
  a	
  message	
  

• 	
  Interact	
  with	
  us	
  in	
  an	
  anonymous	
  way	
  

REMINDER:	
  
The	
  Installa3on	
  of	
  the	
  Tor	
  Browser	
  	
  
is	
  Not	
  a	
  Must	
  



Example	
  of	
  a	
  
Leak	
  

(as	
  received	
  -­‐	
  
back	
  office)	
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Not	
  Just	
  Technology!	
  	
  
The	
  Modus	
  Operandi	
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Assessment	
  
	
  
	
  	
  
	
  
	
  
	
  
	
  
ValidaMon	
  
	
  
	
  
	
  
	
  
	
  
	
  
AcMon	
  
	
  
	
  
	
  

Receiving	
  Group	
  
4	
  people	
  

Strategic	
  Partners	
  &	
  Advisors	
  

Partners	
  &	
  Collaborators	
  

Research	
  

InvesMgaMons	
  
Media	
  

L	
  
E	
  
A
K
S	
  



First	
  3	
  months	
  –	
  Most	
  Relevant	
  Leaks/Info	
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In	
  about	
  3	
  months:	
  
24	
  leaks/Mps	
  

>30	
  emails	
  with	
  info	
  
3	
  invesMgaMons	
  in	
  

preparaMon	
  
	
  
	
  

InvesMgaMon	
  in	
  preparaMon	
  



First	
  3	
  months	
  –	
  Most	
  Relevant	
  Topics	
  

•  Tiger	
  poaching	
  in	
  Sumatra	
  (Indonesia)	
  –	
  Shared	
  

	
  

•  Illegal	
  trade	
  of	
  an	
  African	
  wildlife	
  product	
  into	
  	
  

	
  	
  	
  	
  	
  	
  the	
  U.S.	
  –	
  Shared	
  

	
  

•  Illegal	
  trade	
  of	
  ivory	
  (Hong	
  Kong,	
  Kenya,	
  Mozambique)	
  	
  

	
  	
  	
  	
  	
  	
  Prep	
  for	
  3	
  inves3ga3ons	
  

•  Illegal	
  hun3ng	
  of	
  lions	
  &	
  leopards	
  in	
  S.	
  Africa	
  	
  

	
  	
  	
  	
  	
  	
  Shared	
  

	
  

•  Forest	
  destruc3on	
  in	
  central	
  Mexico	
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First	
  3	
  months	
  –	
  Most	
  Relevant	
  Topics	
  

•  Illegal	
  trade	
  of	
  chimps	
  in	
  Liberia	
  –	
  Shared	
  

	
  

•  Illegal	
  logging	
  in	
  Malawi	
  (Mulanje	
  cedar)	
  

	
  

•  Illegal	
  fishing	
  in	
  Alaska	
  

	
  

•  Illegal	
  logging/trade	
  in	
  Russia	
  –	
  	
  Shared	
  

	
  
	
  
	
  
	
  
	
  

17	
  Credit:	
  EIA	
  

Credit:	
  Gregg	
  Zachary	
  	
  



The	
  Role	
  of	
  the	
  Media	
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Like	
  law	
  enforcement/Gov	
  agencies,	
  the	
  media	
  are	
  potenMal	
  partners	
  and	
  
can	
  play	
  an	
  important	
  role.	
  But	
  it’s	
  just	
  one	
  of	
  the	
  op3ons	
  we	
  have.	
  
	
  
In	
  some	
  cases,	
  WildLeaks	
  may	
  determine	
  that	
  releasing	
  informaMon	
  to	
  the	
  
media	
  may	
  be	
  the	
  most	
  effec3ve	
  means	
  of	
  addressing	
  a	
  par3cular	
  issue.	
  
	
  
This	
  is	
  normally	
  done	
  only	
  aeer	
  the	
  	
  
inves3ga3ve	
  phase	
  or	
  aeer	
  a	
  determina3on	
  	
  
has	
  been	
  made	
  that	
  an	
  inves3ga3on	
  is	
  either	
  
unnecessary,	
  not	
  feasible,	
  or	
  may	
  result	
  in	
  	
  
informa3on	
  reaching	
  those	
  involved	
  in	
  the	
  	
  
criminal	
  ac3vity.	
  
	
  
	
  



First	
  Partnerships	
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ConservaMon	
  Group	
  	
  
Max	
  Planck	
  InsMtute	
  for	
  
EvoluMonary	
  Anthropology	
  

Finnish	
  AssociaMon	
  for	
  Nature	
  	
  
ConservaMon	
  (FANC)	
  	
  
Predators	
  Group	
  

Global	
  Eye	
  

The	
  Oxpeckers	
  Center	
  for	
  
InvesMgaMve	
  Environmental	
  
Journalism	
  

	
  	
  	
  Strategic/Managers	
   	
  	
  	
  	
  	
  	
  	
  Advisors	
   	
  	
  OperaMonal/Field	
  

UK	
  

	
  	
  	
  	
  	
  	
  	
  	
  Media	
  



Example	
  of	
  OperaMonal	
  Partnership	
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Guinea	
  C.	
  
Cameroon	
  
Liberia	
  
Ivory	
  C.	
  
Congo	
  
	
  
Posters	
  in	
  3	
  
languages	
  
at	
  airports,	
  
int.	
  schools,	
  
embassies,	
  
hotels.	
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San Diego 

East Africa (undisclosed) 

Cairns 
Global Eye: 
Global Eye Counter Trafficking (USA) 
Global Eye Trust (Mauritius) 

Financial base 
Operational base 

NON 
CLASSIFIED 



Operating methods overview 

•  Wildlife / forest products 
•  Application of professional 

intelligence methodologies 
(US Intel Standards) 

•  Specialisation in HUMINT 
•  COMINT capability 
•  4-stage intelligence cycle 

–  Snapshot 
–  Geospatial node mapping 
–  Infiltration 
–  Interdiction / disruption 

•  Analysis & Verification 

GLOBAL EYE – 3rd June 2014 
Conservation International 22 NON 

CLASSIFIED 

e.g. 
1.  Assessment of 

assumptions 
2.  Hypothesis generation & 

testing 
3.  Assessment of bias (inc 

confirmation, anchoring) 
	
  



Operating scale 

GLOBAL EYE – 3rd June 2014 
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Networks 



Pilot’s	
  Achievements	
  

The	
  first	
  3-­‐month	
  pilot	
  phase	
  of	
  WildLeaks	
  had	
  the	
  following	
  5	
  objecMves:	
  
	
  

1)	
  POC	
  (Proof	
  of	
  Concept)	
  	
  ∨	
  

2)	
  Test	
  the	
  planorm,	
  the	
  technology	
  and	
  the	
  sharing	
  systems	
  ∨	
  

3)	
  Introduce	
  WildLeaks	
  to	
  the	
  professional	
  community	
  and	
  to	
  the	
  public	
  ∨	
  

4)	
  Begin/prepare	
  the	
  first	
  inves3ga3on/s	
  based	
  on	
  selected	
  leaks	
  ∨	
  

5)	
  Develop	
  first	
  strategic	
  and	
  opera3onal	
  partnerships	
  ∨	
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Lessons	
  Learnt	
  

•  There	
  is	
  a	
  lot	
  of	
  people	
  out	
  there	
  willing	
  to	
  help.	
  And	
  apparently	
  they	
  like	
  us!	
  

•  They	
  needed	
  a	
  reliable	
  and	
  independent	
  tool,	
  and	
  the	
  choice	
  of	
  full	
  anonymity	
  	
  

•  WildLeaks	
  is	
  becoming	
  a	
  recipient	
  for	
  confiden3al	
  info	
  not	
  only	
  through	
  the	
  site	
  

•  In	
  addi3on	
  to	
  passively	
  receiving	
  informa3on,	
  WildLeaks	
  can	
  use	
  its	
  network	
  	
  to	
  

acMvely	
  seek	
  informaMon	
  regarding	
  specific	
  criminal	
  ac3vity	
  

•  WildLeaks	
  could	
  also	
  be	
  a	
  mapping	
  tool	
  for	
  certain	
  issues/phenomenon	
  

•  The	
  submission	
  phase	
  could	
  be	
  made	
  simpler	
  

•  App	
  for	
  mobile	
  phones	
  ?	
  Issue	
  with	
  real	
  anonymity	
  
	
  
	
  
	
  
	
  

25	
  



Challenges	
  

•  WildLeaks	
  needs	
  to	
  be	
  known	
  and	
  trusted	
  	
  >	
  	
  More	
  leaks	
  

•  We	
  need	
  to	
  reach	
  people	
  in	
  the	
  ciMes	
  AND	
  in	
  the	
  field	
  	
  

•  Specific	
  countries	
  penetraMon	
  

•  ExtracMon,	
  ProtecMon	
  and	
  Management	
  of	
  informa3on	
  from	
  specific	
  countries	
  

•  We	
  deal	
  only	
  with	
  wildlife	
  and	
  forest	
  crimes,	
  not	
  animal	
  welfare	
  

•  Law	
  enforcement	
  agencies	
  are	
  poten3al	
  partners,	
  not	
  compe3tors	
  

•  Poten3al	
  large	
  amount	
  of	
  info	
  to	
  process	
  >	
  need	
  to	
  grow	
  organically	
  but	
  fast	
  

•  Assessment	
  &	
  invesMgaMve	
  capabiliMes	
  >	
  more	
  partners	
  in	
  the	
  field	
  

•  Tutoring/managing	
  of	
  poten3al	
  whistleblowers	
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What	
  We	
  Are	
  Working	
  On	
  -­‐	
  The	
  Future	
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New	
  project	
  that	
  will	
  enhance	
  
the	
  intelligence	
  and	
  inves3ga3ve	
  
capabili3es	
  of	
  our	
  teams	
  AND	
  
partners	
  	
  

More	
  Strategic	
  and	
  
OperaMonal	
  Partnerships	
  

More	
  presence	
  in	
  the	
  field	
  and	
  more	
  
assessment/inves3ga3ve	
  capabili3es	
  

More	
  invesMgaMons	
  done	
  by	
  
WL,	
  AND	
  more	
  inves3ga3ons	
  
done	
  by	
  others,	
  not	
  necessarily	
  
our	
  partners	
  

It’s	
  a	
  
Collabora3ve	
  

Project!	
  



What	
  Do	
  We	
  Really	
  Need?	
  
	
  

	
  
	
  
	
  
CiMzens	
  Referees	
  
	
  
Who	
  blow	
  the	
  whistle	
  when	
  	
  
they	
  see	
  something	
  wrong	
  
	
  
But	
  we	
  need	
  to	
  inspire	
  	
  
people	
  to	
  help!	
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Thank	
  You	
  

Andrea	
  Crosta	
   	
   	
   	
   	
   	
   	
   	
   	
   	
   	
   	
  	
  	
  	
  	
  www.elephantleague.org	
  
Elephant	
  AcMon	
  League	
  (EAL)	
  /	
  WildLeaks	
   	
   	
   	
   	
   	
   	
   	
  	
  	
  	
  	
  www.wildleaks.org	
  
ac@elephantleague.org	
  
ac@wildleaks.org	
  


